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Data Processing Terms SIX Payment Services

(Europe) S.A.

1. Introduction

1.1. These Data Processing Terms apply to any Product
or Service for which SIX Payment Services (Europe)
S.A. (hereinafter ,,SPS”) qualifies as the Data Proces-
sor, when so included in the Contract between the
Merchant and SPS.

1.2.These Data Processing Terms and the content of
the Contract shall be the complete written instructions
of the Merchant/Data Controller towards SPS/Data Pro-
cessor with regards to the Processing of Personal Data
for those Products and Services for which SPS qualifies
as a Data Processor.

1.3. The Merchant, as Data Controller, guarantees that
any Personal Data processed by SPS on its behalf for
the purposes of the Contract is processed in accord-
ance with the Legislation, such as its own obligations
to the legiti-macy of the processing, the categories of
data processed, Data Subjects’ rights (including infor-
mation trans-ferred to SPS as Processor and Control-
ler), the definition and implementation of adequate
retention periods, the completion of relevant formali-
ties, if any as well as any verifications and assurances
regarding the adequacy of the guarantees provided by
SPS regarding the processing and protection of Client
Personal Data.

1.4. The Merchant, as Data Controller, has the obliga-
tion to comply with the Legislation and remains respon-
sible for any infringement of the Legislation.

2. SIX Payment Services (Europe) S.A.'s
obligations

2.1. As the Data Processor SPS will comply with the

Legislation when Processing personal Data on behalf

of the Merchant.

2.2.SPS will:

2.2.1. Only Process Personal Data in accordance with
the Merchant’s written instructions or as required in
order to deliver the Products and Services in accord-
ance with the Contract;

2.2.2. Promptly inform the Merchant, if in its opinion,
the Merchant’s instruction infringes on the Legislation
and request revised instructions;

2.2.3. Cooperate with the Merchant to fulfil its own
Data Protection compliance obligations under the Leg-
islation (e.g. DPIA, records of processing activities,
prior consultation). The Merchant acknowledges and

accepts that SPS has the right to invoice such assis-
tance at the hourly or daily rates as then currently appli-
cable;

2.2.4. Keep internal Records of Data Processing activ-
ities carried out on behalf of the Merchant;

2.2.5. During the Contract SPS will not retain Personal
Data for longer than is necessary and it will delete the
Per-sonal Data upon the Merchant’s specific request,
unless the retention of the Personal data is required by
the ap-plicable business standards or the applicable
Legislation. SPS will facilitate this request within
30 calendar days.

2.2.6. When the Contract cease to be in effect (what-
ever being the cause of this), or upon a request to
delete or return Personal Data to the Merchant — except
for any Personal Data which SPS Processes as a Data
Controller — SPS will, at the choice of the Merchant,
delete, anonymize, or return (insofar this is technically
possible) such Per-sonal Data to the Merchant, and
delete or anonymize existing copies, unless any appli-
cable legislation prevents it from returning or destroy-
ing all or part of the Personal Data or requires further
storage of the Personal Data (in which case SPS wiill
protect the confidentiality of the Personal Data and will
not actively Process the Personal Data anymore).

2.2.7. SPS will, without undue delay, when so required
under the Legislation either (i) provide the Merchant
with the ability to consult or correct Personal Data, or
(ii) provide the Merchant with a copy of the Personal
Data that it Processes and make any corrections on the
Merchant’s behalf in accordance with its instructions.

2.2.8. SPS will not disclose Personal Data to any third
party, except (i) when the Merchant directs SPS to do
so, (ii) if this is required by the Contract or (iii) if this is
required for Processing by Authorised Subcontractors,
or (iv) if it is required by law.

2.2.9. Persons acting on behalf of SPS for the Process-
ing of Personal Data will commit themselves to main-
tain the security and confidentiality of Personal Data in
accordance with the provisions of the Contract. To this
end, SPS will inform and train the persons acting on its
behalf that have access to Personal Data about the
applicable re-quirements and ensure their compliance
with such requirements through contractual or statu-
tory confidentiality obligations.



2.2.10. Upon written request submitted by the Con-
troller no later than 30 calendar days prior to the end
of the Contract, SPS will provide the Merchant with a
readable copy of the live Personal Data on its systems.
The Mer-chant acknowledges and accepts that SPS
has the right to invoice the provision of the copy at the
then currently applicable rates.

3. Engagement of sub-processors

3.1. The Merchant specifically authorizes the engage-
ment of SPS Group Members as Sub-Processors. The
Mer-chant generally authorizes SPS to share Personal
Data or subcontract whole or part of the Processing for
the Purposes in the context of the provision of the
Acceptance Services or any other Product or Service
in which SPS qualifies as the Data Processor to Author-
ised Subcontractors.

3.2.SPS has the right to make this information available
to the Merchant through the Website. The information
on the Website will be updated (if required) only on the
first business day of each quarter. This update shall
quali-fy as a notification from SPS to the Merchant as
described in article 3.1.

3.3.SPS will ensure via a written contract that the
Authorised Subcontractor implements a level of pro-
tection for Personal Data equivalent to the provisions
set out under this Contract and is liable towards SPS
for any Processing Activities subcontracted to it.

3.4.The Merchant has the right to object to the engage-
ment of any Sub-Processor. In order to exercise its right
to object, the Merchant shall notify SPS in writing
within 10 business days after being notified according
to article 3.2 of the use of a new Sub-Processor. The
Merchant expressly agrees that any objection shall
always be moti-vated and include the material or legal
reasons for such objection.

3.5. Initially authorised sub-processors at the time of
the agreement: SIX Payment Services AG, Hardturm-
strasse 201, CH-8021 Zirich; ePages GmbH. Pilatus-
pool 2, 20355 Hamburg.

4. Location of processing
4.1. SPS will ensure that the Processing of Personal
Data takes place:

4.1.1. Within the European Union;

4.1.2. within any other country, territory or more spec-
ified sectors within such a country deemed by the
European Commission to offer an adequate level of
data protection; or

4.1.3. within any other country:

4.1.3.1. after the prior written consent of the Merchant
and to the extent that the transfer of the Personal Data
to that country is lawful according to the Legislation or

4.1.3.2. when SPS has put appropriate mechanisms in
place to ensure an equivalent level of protection accord-
ing to the Legislation (e.g. Standard Contractual
Clauses).

5. Security and Confidentiality Measures

5.1. SPS shall apply appropriate technical and organi-
sational security and confidentiality measures aimed at
pre-venting accidental or unlawful destruction, loss,
alteration or unauthorised disclosure or access to the
Personal Data.

6. Breach of personal data

6.1. In the event of a Breach arising during the provision
of the Acceptance Services or other Products and Ser-
vices for which SPS qualifies as the Data Processor,
SPS will, without undue delay, after having identified
and de-termined the circumstances and consequences
of the Breach, notify the Merchant about the Breach
and provide any relevant information. SPS’s notification
of the Data Breach can in no case be construed as
acknowledgement of fault or liability for said Data
Breach.

6.2. SPS has the right to make this information available
to the Merchant through the communication channel
it deems most appropriate, such as the Merchant
Extranet, the Website or email.

6.3.The Merchant expressly acknowledges that it is in
charge of ensuring compliance with the requirements
of Legislation in the context of a Data Breach and that
it shall bear sole responsibility of completing such obli-
gations (including notably any formalities, such as noti-
fications to the competent authorities).

7. Data subject rights

7.1. With regard to the protection of Data Subjects
rights pursuant to the Legislation, the Merchant shall
facilitate the exercise of Data Subject rights and shall
ensure that adequate information is provided to Data
Subjects about the Processing hereunder in a concise,
transparent, intelligible and easily accessible form,
using clear and plain language. When Consent of the
Data Subject is required, the Merchant will ensure that
a valid consent, in ac-cordance with the Legislation,
has been collected from the Data Subject.

7.2. Should a Data Subject directly contact SPS want-
ing to exercise his individual rights, SPS will direct such
Data Subject to the Merchant. In support of the above,
SPS may provide the Controller’s basic contact infor-
mation to the requestor.

7.3. SPS will assist the Data Controller in fulfilling its
obligation to respond to a Data Subject’s request as
provided under the Legislation and taking into account
the nature and the context of the Data Processing ser-
vice provided to the Merchant. The Merchant accepts
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that SPS has the right to invoice such assistance at the
hourly or daily rates as then currently applicable.

8. Audit

8.1. SPS will allow an independent third party auditor
— which is not a competitor of SPS — mandated by the
Mer-chant at the Merchants sole expense to verify
SPS’s compliance with these Data Processing Terms.
SPS will pro-vide reasonable assistance to such audit.

9. Liability
9.1. The liability of each Party towards the other shall
be governed by the relevant provisions of the Contract.

10. Definitions

10.1. Breach, Data Breach or Personal Data Breach:
means a breach of security leading to the accidental or
un-lawful destruction, loss, alteration or unauthorised
disclosure or access to Personal Data, transmitted,
stored or otherwise processed

10.2. Controller (Data Controller), Processor (Data
Processor), Sub-Processor, Personal Data, Data Sub-
ject: These terms shall have the same meaning as the
definition given to them in GDPR.

10.3. Data Protection Officer or DPO: SPS Merchant
Services — Data Protection Office, dpoms@worldline.
com.

10.4. Legislation: General Data Protection Regulation,
formally known as Regulation (EU) 2016/679 (GDPR)
and any other relevant EU and national privacy legisla-
tion.

10.5. Products and Services: the products and ser-
vices provided by SPS to the Merchant as included in
the Con-tract and subject to changes from time to time.

10.6. Website: Website: https://
WWwWWw.six-payment-services.com/webshop-pack

Your local point of contact can be found at: www.six-payment-services.com/contact

SIX Payment Services Ltd
Hardturmstrasse 201

8021 Zurich

Switzerland

SIX Payment Services (Europe) S.A.
10, rue Gabriel Lippmann

5365 Munsbach

Luxembourg

SIX Payment Services (Europe) S.A.
Austrian branch

Marxergasse 1B

A-1030 Vienna

SIX Payment Services (Germany) GmbH
Langenhorner Chaussee 92-94

22415 Hamburg

Germany
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