-/- I x Payment Services

Saferpay Release Notes

Release 77

15/05/2018

Saferpay Release Notes R77

© SIX Payment Services



f I x Payment Services

Table of contents

1 FIAUD FrEE ..ottt e ea et e s hb e e e b bt e e st e e e e bb e e e e nab e e e st e 3
2 TWINT WEDZ2APD SWILCN .ttt e ettt e e e e et et e e e e e aaab e b ee e e e e e snbnbeeaaeeeans 4
3 Deactivation of the TLS 1.0 und TLS 1.1 encryption ProtoCoIS ........coocviiiiiiiiiiiii e 4

4 Secure PayGate

41 Automatically book authorisations

4.2 Layout of the confirmation Mail ..............cooiiiiiiiiii 5

4.3 SUPPOIt FOr MASS M@ITING .....eeeiieie et e sa et ettt e et e e s nab e e e st e e e neees 5
PAYMENT PAGE .. 5

5.1 Expansion for additional laNQUAGES ............eiiiiiiiiiiiie e 5

6 BackoffiCe......cooviiiiiiiiii

6.1 Disabling JSON API client certificates

6.2 Provision of the entire certificate chain of JSON API client certificates .............ccccvciiiiiiiiiiicn 6

7 Old Saferpay interfaces are set to be discontinued in the second quarter of 2020 ...........ccccceeeiinieennne 6

8 LOa] ] =T o3 AP P TP TR PUPRI 7

8.1 SafErPaY SAIES TEAM.....coiiiiii ittt ettt e a bt e s be e e e e b bt e e e an b et e aabe e e e bt e e e e anb e e e anbe e e e neees 7

8.2 Saferpay Integration Team

8.3 Saferpay SUPPOI TEAM .......oiiiiiiiiiiie ettt ettt et e e bt e sa et e e e bt et e e anbe e e aabe e e e sbeeeeanbeeeanbneeeneeas 7

Saferpay Release Notes R77 Page 2



1

f I x Payment Services

Fraud Free

The new Fraud Free solution uses advanced artificial intelligence technology developed by
Fraugster to distinguish fraudulent transactions from legitimate transactions in real time. This
enables a new fraud protection insurance model, meaning that fraud for retailers is reduced to
zero. If, despite this, fraudulent transactions are not detected by the system, SIX will fully refund
the cost of the fraud and any chargebacks that you would incur as a retailer.

Saferpay Fraugster

©

&

Purchase Data Collection Data Enrichment Fraud Free Engine
A shopper makes Alltransactions sent Fraud Free service enriches  The Artificial Intelligence Accurate decision If liability is declined
a purchase on your via the Saferpay every transaction with engine analyzes delivery with liability by Fraugster an
website. JSOM API to the thousands of additional behavioral patterns and shift notification from  automatic fallback to
Fraud Free Engine. data points. determines if a transaction Fraugster 3-D Secure will occur.
is fraudulent. in real time.

In addition to reducing operational risk, Fraugster’s new solution also increases revenue by
significantly increasing the conversion rate and generally eliminating the need for 3-D Secure.

The Fraud Free solution enables retailers to focus on their core business, as the technology
used gears itself up for new fraud trends and can adapt to them. The price is calculated
individually for the retailer and is tailored to the retailer’s specific risk profile.

Fraud Free is supported with Saferpay JSON API and is offered exclusively with the SIX
Acquiring Service. Because the solution is fully integrated into the Saferpay platform, it is easy
to activate the fraud prevention solution. During activation, it is only necessary to ensure that
the cardholder’s IP address, e-mail address and delivery address are also always submitted for
the risk check. Currently, the test result is only returned on the JSON interface; it is not yet
visible in the Saferpay Backoffice.

After the Saferpay release has been introduced, the pilot phase will start with selected retailers.
If you are interested, please contact your SIX contact partner.
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2 TWINT Web2App Switch @ TWINT

The TWINT Web2App switch makes payment by TWINT app easier when shopping with your
phone. It switches from your mobile browser to the TWINT app automatically.

English v

cHF 100.00

28711

Copy Token
Display QR code

Open TWINT App

3  Deactivation of the TLS 1.0 und TLS 1.1 encryption protocols

According to the latest requirements of the PCI Security Standards Council, the TLS encryption
protocols prior to version 1.2 must be disabled by the end of June 2018. To enable us to
continue to offer you as a customer of SIX Payment Services the highest security standards, we
will disable the TLS 1.0 and TLS 1.1 encryption protocols in the production environment of
your Saferpay interface on 5 June 2018.

These measures relate to both those network connections from your system to Saferpay and
those connections established by Saferpay in your system. This change may also affect the
behaviour of Saferpay in the browsers of your customers.

Please ensure that your systems support TLS 1.2 by 5 June 2018 at the latest. We will not
otherwise be able to guarantee the smooth and error-free processing of your online
transactions.

Should there be any uncertainty as to whether changes need to be made to your system, we
recommend that you consult the technical operator or administrator of your shop system.

Please also refer to the online FAQs on the Saferpay websites, which will give you more
detailed information concerning this change.
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4  Secure PayGate

4.1 Automatically book authorisations

Successful Secure PayGate authorisations can now be booked automatically.
This function can be activated in the Secure PayGate settings.

f I x A Martin Leucht (tklem) | Impersonate | > Logout
Payment Services

* | Batch Processing | Transactions Risk Management Secure Card Data Secure PayGale Settings Online Support

Secure PayGate Settings for Secure PayGate
Overvizw E-Mall-Notification Payment Page € martin leuchi@six-group.com
Templates
Automatic capture €
Settings ( Active

Links in the Payment Page (PP)

The SPG application displays the payment result in the followup window: successful, not authorized, payment
process aborted

Vi ran alen dirart tha tn wnnr nwn i Tn dn en anter the annranriata 1IRI

4.2  Layout of the confirmation mail
The layout of the confirmation mail can be re-adjusted. For this, the email layout and the logo
are taken from the standard template of the payment page configuration.

4.3 Support for mass mailing

Based on a Secure PayGate template, multiple mass mailing offers can be created
simultaneously via CSV upload.

-/- I x & Martin Leucht (tklem) | G>Logout
Payment Services

Secure Card Data

#® ‘ Batch Processing Transactions Risk Management Secure PayGate Settings Online Support

Secure PayGate Single offer Multiple offers
Overview
Templates 17787432 S amEE & =
Secure PayGate Fabien Peter,, CH-8001 Ziirich
Settings

Upload a CSV file to send offers to multiple customers.

Choose File | No file chosen

5 Payment Page

5.1 Expansion for additional languages

Three new languages are supported in the Payment Page: Estonian, Lithuanian and Latvian.
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Backoffice

Disabling JSON API client certificates

Client certificates can now be revoked in Backoffice under Settings.

CITIdll dUUress = e1dll auuress ol ue ECnnical conact
A p = password (if assigned when creating the private key)

ATTENTION: Keep the private key in a safe place. It will be required again later (once SIX has issued the certificate)!

Browse... | Nofile selected.
Upload
Existing certificate
Thumbprint Date of issue Expiry date Download
D 16BBFEC408793197C4CF1B942AE20090904C8412 27.10.2017 16:07:59 27.10.2019 15:07:59 Download
] 297B64236E87934551 ABDSE46FEE7796ADSB218E 22.02.201713:59.47 22022019 13:59:47 Download
40F35AB542ES036BDECCTEBE32DEC473ADFEBTAE 17.02.2017 17:55.55 17.02.2019 17.55:55 Download
@ 960ESDOER6332E9EDITE1328AA0271CF2FEBGE2E 17.02.201514:3715 16.02.2017 1437:15
@ D860FCD653D76499B66EBF28A8139D00TAS18837 17.02.201514:28:14 16.02.2017 14:28:14

Active @ Inactive

Provision of the entire certificate chain of JSON API client certificates

In Backoffice, JSON API client certificates are now issued in PKCS7 format while downloading;
this contains information about the entire certificate chain.

Old Saferpay interfaces are set to be discontinued in the second quarter of 2020

The Saferpay JSON API was successfully introduced in July 2015 and has continually
expanded since then. Most Saferpay customers now use this new interface.

The previous interfaces - Saferpay Client and the https Interface (HI) - have not been further
developed since then. However, we continued to provide support for these interfaces.

In early 2019, the new 3-D Secure Version 2.0 will be introduced; it will only be implemented on
the JSON API. As before, the Client/HI interfaces will only support 3-D Secure 1.0.

According to the current scheme information available, 3-D Secure 1.0 is due to be supported
until the second quarter of 2020.

With the discontinuation of 3-D Secure Version 1.0, the Client/HI interfaces will no longer be
compatible and are due to be discontinued at this time (second quarter of 2020).

If you have not yet switched to the Saferpay JSON API, we would like to inform you of this
necessary change so that you can plan in good time. In order to begin reaping the benefits of

the system, we recommend that you switch to the JISON API sooner rather than later.

If you have any questions, our staff in the Saferpay Integration Team will be happy to assist
you.
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8 Contact

8.1 Saferpay Sales Team

Would you like to activate a new product or payment method for your account?
If so, contact our sales team from Monday to Friday between 9 am and 5 pm.

Telephone E-mail
Switzerland/ +41 58 399 92 32 e-commerce@six-payment-services.com
International
Germany +49 40 325 967 260 e-com.de@six-payment-services.com
Austria +43 1717 01 6374 e-commerce.austria@six-payment-services.com

8.2 Saferpay Integration Team

Do you require assistance with the technical integration of Saferpay?
If so, contact our Integration Team:

E-mail: integration.saferpay@six-payment-services.com

8.3 Saferpay Support Team

Do you have any questions regarding the technical aspects of the Saferpay release?
If so, contact our Support Team, Monday to Friday from 9 am to 5 pm.

Telephone E-mail
Switzerland/ +41 848 66 44 44 support.saferpay@six-payment-services.com
International
Germany +49 40 325 967 250 support.saferpay@six-payment-services.com
Austria +43 1717 01 6388 ecom-techsupport.austria@six-payment-

services.com

We hope you enjoy the new functions and enhancements.

The Saferpay Team
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