
TO START: TAKE PICTURES OF THE  
PAYMENT TERMINAL/VENDING MACHINES  

IN THEIR ORIGINAL STATE. 
Take two pictures of each payment terminal/terminal type 
currently in use:
•	� the card slot
•	� the keypad which is used to enter the PIN 

The pictures are used to make comparisons as part 
of recommended daily checks. This helps you 
to identify any devices that have been installed to 
facilitate skimming.

TIPS FOR DAILY CHECKS
You should check the following modules for tampering every 
morning, lunchtime and/or evening when starting and finish-
ing work.

To do so, you should compare the original pictures with:
•	� the keypad and the card slot on the payment terminal, and
•	� all areas at and near the Points of Sale that could be 
equipped with a miniature camera overlooking the keypad

Even if outdoor devices are most at risk, we recommend 
that you check the payment terminals inside as well.

WHAT DO TO IN THE EVENT OF  
SUSPECTED TAMPERING:

1.	 Do not allow anyone to make payments at the payment 
terminal concerned.

2.	 Do not remove any skimming devices (e.g. devices on 
card slots, miniature cameras, etc.) from the payment 
terminal/vending machine concerned.

3.	 If the payment terminal/vending machine concerned is 
outdoors, move away from the area as the perpetrators 
could still be within sight.

4.	 Inform the nearest police station without delay.
5.	 Report the incident to us as soon as possible, stating 
the terminal ID, the terminal location, the point in 
time at which the incident was detected, and the most 
recent inspection (EU: Fraud_eu@worldline.com,  
CH: fraud@worldline.com).

Digital Payments 
for a Trusted World

Skimming prevention at  
payment terminals 

both inside and outside
It’s in your interest to prevent cases of fraud involving skimming¹ at your Points of Sale and 
both inside and outside. To do so, you need to identify tampering of payment terminals 
at the earliest possible moment and take the right steps. Together with your staff, you the 

dealer have a crucial role to play in preventing and minimizing financial damage.

11
0.
00
11
.0
2 
IN
T_
EN
/1
2.
20
21

Your local point of contact can be found at: worldline.com/merchant-services/contacts

¹	�� Skimming involves tampering with payment terminals in such a way that the perpe
trators gain possession of magnetic strip data from cards and the associated PINs. 
The data is recorded by installing a device in front of the card reader containing 
a magnetic strip reader plus a miniature camera or keypad overlay.

mailto:Fraud_eu%40worldline.com?subject=
mailto:fraud%40worldline.com?subject=
http://worldline.com/merchant-services/contacts

